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By PARC
No.F.NO.1-11/2025 (MIS) Islamabad, the 20" August, 2025
From

Asad Khan
(O/B) Assistant Secretary (Council)
To

1- Secretary Council, PARC, Islamabad

2- Senior Director/ Incharge (SSD), PARC, Islamabad

3- Senior Director/ Incharge (PSD), PARC, Islamabad

4- Senior Director/ Incharge (ASD), PARC, Islamabad

5- Senior Director/ Incharge (NRD), PARC, Islamabad

6- Incharge (Finance Division), PARC, Islamabad

7- Director General (NARC), PARC, Islamabad

8- Director General (P&DD), PARC, Islamabad

9- Director General (AED), PARC, Islamabad

10- CSO/ DG SARC-PREs, PARC, Islamabad

11- CSO/ Sr. Director AZRC Umerkot-PREs, PARC, Islamabad
12- DG BARDC Quetta-PREs, PARC, Islamabad

13- PSO/ DG AZRC D.IKhan-PREs, PARC, Islamabad

14- PSO/ Director CARI SARC-PREs, PARC, Islamabad

15- PSO/ Director NTHRI-PREs, PARC, Islamabad

16- Director SSRI Tarnab-PREs, PARC, Islamabad

17- PSO/ Director SSRI-Tandojam PREs, PARC, Islamabad
18- SSO/ Incharge SSRI Sariab-PREs, PARC, Islamabad
19- PSO/ Director WAWMI-Tandojam PREs, PARC, Islamabad
20- PSO/ Director NSTHRI Thatta-PREs, PARC, Islamabad
21- PSO/ Director HRI Khuzdar-PREs, PARC, Islamabad
22- SO-1/ Incharge ARI Jafarabad-PREs, PARC, Islamabad
23- SO/ Incharge ARI Turbat-PREs, PARC, Islamabad

24- Director SSRI Faisalabad-PREs, PARC, Islamabad

25- SSO/ Director PRTS Multan-PREs, PARC, Islamabad
26- Director AZRI Bahawalpur-PREs, PARC, Islamabad
27- PSO/ PL Rice KSK Lahore CSI-NARC, PARC, Islamabad
28- SO SSRI AJK-PREs, PARC, Islamabad

29- TSO to Chairman, PARC, Islamabad

30- Director Administration-NARC, PARC, Islamabad

SUBJECT: CYBER SECURITY ADVISORY - IVANTI ZERO-DAY ATTACK ON TELECOM/IT NETWORKS

CIRCULAR

In pursuance of Cabinet Division's Advisory No. 1-5/2003/24 (NTISB-II) dated 29-07-2025 conveyed through MNF&SR's Letter No.NO.F.10-1/2025-COORD dated 30.07.2025
regarding Cyber Security Advisory - Ivanti Zero-Day Attack on Telecom/IT Networks (Advisory No. 16), it is conveyed as a precautionary measure and to promote cyber security awareness, all
Officers/Officials of PARC are hereby advised to avoid using Ivanti-based VPN or remote access tools (e.g., Pulse Secure, Connect Secure, etc.) on personal/home devices. In this regard,
officers/ officials are therefore advised to follow good cyber hygiene and keep their IT/ICT devices updated to prevent exposure to cyber threats.

This issues with the approval of Chairman, PARC.

Asad Khan
(O/B) Assistant Secretary (Council)

Copy for information to:-

1- Director (MIS&ICT), PARC, Islamabad

2- Assistant Secretary (Council), PARC, Islamabad
3- Private Secretary to Chairman, PARC, Islamabad
4- APS to Secretary Council, PARC, Islamabad

Asad Khan
(O/B) Assistant Secretary (Council)
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Islamabad, the 30t" July, 2025

From

Muhammad Motasim Billah Rana
SO Coord/Council
To

1- Joint Secretary (Plan/IC), MONFSR, Islamabad
2- DFSC-I, MONFSR, Islamabad
3- WC / FSC-II, MONFSR, Islamabad
4- Economic Consultant, MONFSR, Islamabad
5- Cotton Commissioner, MONFSR, Islamabad
6- A.H.C, MONFSR, Islamabad
7- DS (Admn), MONFSR, Islamabad
8- DS (Admn-II), MONFSR, Islamabad
9- Chairman PARC, PARC, Islamabad
10- MD PASSCO, PASSCO, Lahore
11- Director General, DPP, Karachi
12- Director General, NVL, Islamabad
13- Director General, FSCRD, Islamabad
14- Managing Director, POD, Islamabad
15- DG (API), MONFSR, Islamabad
16- Director, AQD, Karachi
17- Chief Executive Officer, FDBL, Pakistan
18- Chief (NFDC), MONFSR, Islamabad
19- Registrar, PBRR, Islamabad
20- Chairman, PTB, Peshawar
21- Chief Executive Officer, PCCC, Multan
22- SO Admn-II, MONFSR, Islamabad
23- SO (Admn-I), MONFSR, Islamabad
24- SO (Admn-1V), MONFSR, Islamabad
25- SO (Admn-III), MONFSR, Islamabad
26- Section Officer (GA), MONFSR, Islamabad

SUBJECT: CYBER SECURITY ADVISORY - IVANTI ZERO DAY ATTACK ON TELECOM/IT NETWORKS (ADVISORY NO.16).

Please find enclose herewith a copy of Cabinet Davison’s No.1-5/2003/24 (NTISB-II) dated 29-07-2025 on the subject cited above for information and strict
compliance.

Muhammad Motasim Billah Rana
SO Coord/Council
Copy for information to:-

1- Joint Secretary (Admn), MONFSR, Islamabad

Muhammad Motasim Billah Rana
SO Coord/Council
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SUBJECT: CYBER SECURITY ADVISORY - IVANTI ZERO DAY ATTACK ON TELECOM/IT
NETWORKS (ADVISORY NO. 16))

Introduction.  Reportedly, Ivanti Exploit (Zero Day Attack) wasallegedly conducted by
APT-15 aka Nickel/Flea wherein Ivanti devices specifically used by Tel
globe were exploited including Pakistan.

2. lvanti Products. Ivantiis a technology comp
security solutions for businesses offering range of
Management, Virtualization services etc. '\

3. Aduvice for Users N
@‘*
a. All lvanti device us &’ perform through internal cyber

Indicators of Compromise (loCs),

audits and review system logs on affe ; 0
sifar |mely g@ alnmem/%nd remediation of potential threats.

suspicious activities or malicious scri

b. Allusersi

latest patch.

Major Hafiz Adnan Rana
Assistant Secretary NTISB-II
Cabinet Secretary, Cabinet Division(CAB), Islamabad
Secretary Establishment Division, Establishment Division(ESTAB), Islamabad
Foreign Secretary, Ministry of Foreign Affairs(MOFA), Islamabad
Secretary Finance, Ministry of Finance(MOF), Islamabad
Secretary, Ministry of Defence (Defence Division)(MOD), Rawalpindi
Secretary (DP), Ministry of Defence Production(MODP), Rawalpindi
Secretary Climate Change, Ministry of Climate Change and Environmental
Coordination(MOCC), Islamabad
Secretary, Ministry of Commerce(MOC), Islamabad



Islamabad

Islamabad

Islamabad

Baltistan

and Statesand Frontier Regions

(kagbsafron), Islamabad

Islamabad

Islamabad

Islamabad

Islamabad

Federal Secretary (MoCommunication), Ministry of Communications,Islamabad(MOCM),

Secretary, Ministry of Energy Power Division, Islamabad(MOEPWD), Islamabad
Secretary (Education), Ministry of Federal Education and Professional Training(MOFEPT),

Secretary Industries & Production, Ministry of Industries & Production(MOIP), Islamabad
Secretary MolBC, Ministry of Information and Broadcasting(MOIBC), Islamabad
Secretary IT, Ministry Of Information Technology and Telecommunication(MolT),

Secretary of Interior, Ministry of Interior and Narcotics Control(MOINC), Islamabad
Secretary IPC, Ministry of Inter-Provincial Coordination(MOIPC), Islamabad
Secretary Kashmir Affair,Gilgit Baltistan & SAFRON, Ministry of Kashmir Affairs & Gilgit

Secretary LAW & Justice, Ministry of Law and Justice( Q 1), Islamabad
Secretary Maritime Affairs, Ministry of Maritime airstMOMA,), Islamabad
Secretary, Ministry of National Food Securit ssearch(MONFSR), Islamabad
Secretary, National Heritage and Culture Division(NHCD), Islamabad

Secretary, Ministry of Energy (Petrole sion (IVQQEPD) Islamabad

Secretary Ministry of Parllamenta Mmlsﬂ@{‘)f Parhaﬁ"ﬁentary Affairs(MOPA),

Iopme Speaal Initiatives(PC), Islamabad
ion % d 8ocial Safety(PASS), Islamabad
Islm ad(MOR), Islamabad

Secretary Planning, Minist
Secretary, PA&SS Divisiol

Secretary, Revenu @ ams pad
Secretary ReligiQt: stry of Re |g|ous Affairs and Inter-Faith Harmony(MORA),
Sec ence and Techn air}Mlnlstry of Science and Technology(MOST), Islamabad

Fed ecretary, Ministry ater Resources(MOWR), Islamabad

Secretary SIFC, Special Investment Facilitation Council(SIFC), Islamabad

Secretary ECP, Election Commission of Pakistan(ECP), Islamabad

Additional Secretary(Admin), National Assembly Secretariat(NAS), Islamabad
Secretary Revenue Div/Chairman FBR, Federal Board of Revenue(FBR), Islamabad
Chairman PEMRA, Pakistan Electronic Media Regularity Authority, Islamabad(PEMRA),

Chairman HEC, Higher Education Commission(HEC), Islamabad

Chairman OGRA, Oil and Gas Regulatory Authority (OGRA)(OGRA), Islamabad
Chairman PTA, Pakistan Telecommunication Authority(PTA), Islamabad

Director General (Admn), FEDERAL OMBUDSMAN OF PAKISTAN(FOP), Islamabad
Director General, Directorate General Immigration & Passports(DGIP), Islamabad
Director General (IDB), Intelligence Bureau Division(IBD), Islamabad

Director General FIA, Federal Investigation Agency, G-9/4 , Mauve Area, Islamabad(FIA),

Director General - Admin, National Information Technology Board(NITB), Islamabad
Secretary, National Security Division(NSD), Islamabad



DG -(nCERT), NCERT(NCERT), Islamabad

Managing Director, National Telecommunication Corporation, Islamabad(NTC), Islamabad
Secretary To The President, AIWAN-E-SADR(PS), Islamabad

Special Secretary, Prime Minister's Office(PMO), Islamabad

Cabinet Division No.1-5/2003/24(NTISB-I1) Dated 29 July , 2025




